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ABSTRACT

A network unauthorized accessof users refers to any action that takes place without permission on a computer
network. Such undesired actions consume the network resources and threaten the security of the network. An
intruder is a person who gains unauthorized access to a system, to damage the system, or to disturb medical data
on that system. Generally, the objective of an intruder is to gain access to a system or to increase the range of
privileges accessible on a system. Unauthorized access can be caused by outsiders who access the systems from
the Internet, insiders or authorized users who seek to procure additional privileges and by authorized users who
misemploy the privileges granted to them. Outsiders are adversaries with no direct access to the nodes in a
network, but may have access to the physical medium. Malicious activities executed on a network or a computer
system, by persons with authorized system access are called insider attacks. Insiders are usually disgruntled
employees who have a grudge on the company. The Machine Learning based Unauthorized Access Detection
System (ML-UADS) identifies the nodes causing outliers and then remove such kind of nodes by using trained
medical data.In this research work, for keen monitoring on the network to detect unauthorized users a machine
learning technique is proposed to provide security to the medical data and avoids unauthorized access more
accurately. The proposed method is compared with the traditional methods and the results show that the
proposed method detects unauthorized users accurately.

Keywords: Unauthorized Users, Malicious Activities, Secured Medical Data, Machine Learning Method,
Restricted Permissions.

1. INTRODUCTION

Mechanisms like firewall, medical data encryption and user authentication are used by organizations as a first
level of defense [1] [2]. With the emergence of new varieties of attacks, these attack prevention techniques alone
are not adequate in making a system completely secure because guaranteed prevention of all kinds of security
breaches is impractical. A security mechanism capable of detecting unauthorized access to system resources and
medical data is mandatory [3]. An Unauthorized access Detection System (IDS) can be thought of as a second
level of defense as shown in Figure 1 and is not a substitute for other security services [4]. IDS operates as part
of a set of system security tools to achieve a defined level of assurance for the protection of information
systems.
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Fig 1:Unauthorized Access Detection System

A firewall looks only externally and restricts entry to networks thereby preventing outside intruders to an extent,
whereas an IDS also keeps watch for attacks that emerge from within a network. IDS can sense when a system
or a network is misused or is under attack [5][6]. Also, IDS automates the process of detecting malicious
activities thereby helping the network administrators in monitoring the network [7] [8]. Thus, IDS extends the
level of protection of the target system, resources or information and thereby plays a vital role in securing
networks from intruders [24][25].

Classification of Unauthorized Access Methods

Unauthorized Access Methods (UAM) can be classified in different ways. Based on the method of deployment,
UAM can be classified as Host-based IDS(HIDS) and Network-based IDS (NIDS). HIDS runs on individual
devices in a network and monitors traffic to and from that particular device alone [9][10]. NIDS is placed at a
point within a network from where it can monitor traffic to and from all devices in the network [11][12].
Usually it is placed at points where firewalls are placed. Hybrid approaches that use both network-based and
host-based unauthorized access detection tools have also been developed [13].

Internet
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Fig. 2:A Second Level of Defense
IDS can be broadly classified as Misuse/Signature-based and Anomaly-based. Signature-based IDS maintains a

database of signatures or patterns of known malicious activities and the packets on the network are compared
with this database [14] [15]. If a match occurs, it will be signaled as an unauthorized access [23].
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Fig. 3: Classifications of IDS

Anomaly based IDS first establishes a baseline of normal behavior of the network and if the traffic is different
from the baseline, alarm will be raised [16]. Any unusual conduct will be detected by anomaly based IDS and
thus has the ability to detect signs of attacks without definite comprehension of details [22]. The key advantage
of such techniques is high Detection Rate (DR) because of the ability to detect previously unseen unauthorized
access [17][18]. They can even detect insiders who misuse their privileges [19] [20]. But the False Alarm Rate
(FAR) of such systems is high because anomalous behavior does not always signal that an attack is taking place.
So, anomaly detection systems need to be carefully tuned to avoid high FAR [21].

Challenges in Unauthorized access Detection System (IDS)

e  Toidentify unauthorized access occurring at various locations of the network.

e  To monitor all the systems in the network for secure data communication.

e  Todetect outliers in an entire network.

e  To understand the type of attack and handle different kinds of attack.

e  To manage systems involved in large networks.

e To handle high dimensional medical data in a network and to provide anenvironment for data transfer in
the network.

2. LITERATURE SURVEY

R S M Lakshmi Patibandla Tet al. [26] introduced an unauthorized access detection mechanism based on K-
Nearest-Neighbor(K-NN) and Particle Swarm Optimization(PSO) methods to detect unauthorized access. In
this, comparisons made in between simple KNN and PSO based KNN andshown accurate results [27][28].
Patibandla R S M Lakshmiet al. [29] have proposed an online oversampling principal component analysis
algorithm and it aims at detecting the presence of outliers from a large amount of data via an online updating
technique [30]. In this oversampling scheme, the target instance is duplicated multiple times so as to magnify
the impact of outliers. The variation of principal directions on adding or removing a record is studied and this
characteristic is used to decide the unauthorized access of a data point.

Hawkins et al. [31][32] have proposed a four layered framework for finding outliers from high dimensional
datasets. In the training phase, the important features are selected using Entropy and for each selected attribute,
z-score is computed [33]. Each training data object is classified as normal or outlier based on majority vote. The
outliers are further classified into different attack classes using a Bayesian network classifier [34]. In the testing
phase, the testing records are read one by one and the distance between the testing record and the previously
separated class objects is calculated [35][36].

An unauthorized access recognition framework is utilized to identify a few kinds of malevolent practices that
can bargain the security and trust of a PC framework [37][38]. This incorporates system attacks against
defenseless administrations, information driven attacks on applications [39].There are a few different ways to
order an IDS relying upon the sort also, area of the sensors and the procedure utilized by the motor to create
cautions [40]. In numerous basic IDS usage every one of the three parts are consolidated in a solitary gadget or
apparatus [41][42].

K.Santhi Sriet al. [43] proposed an auto-associative kernel regression(AAKR) model to detect cyber-attacks. It
is a multi-layer data driven cyber-attack detection system for ICS(Industrial Control Systems).This handled five
attacks including MITM(Man In The Middle), DOS(Denial Of Service), data tampering, false data injection and
Data exfiltration.

K.Santhi Sriet al. [44] outlined how the standards of human immunology could be fused into a PC unauthorized
access recognition system. A database of typical arrangements of framework calls was constructed and those
successions which were not found in the database were considered as peculiarities.
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K.Santhi Sriet al. [45] demonstrated that Unauthorized access location utilizing EIman systems gave a superior
execution contrasted with profile based methods. The framework related information must be mapped into
feature space and the decision of feature space depended on the application. As the framework labeled
information is fine grained, overhead expands in this manner diminishing the framework execution [49].

S.Sasikalaet al. [46] proposed a Statistical Component of the Next Generation Unauthorized access Detection
Expert System (NIDES) in identifying irregular program conduct. Yang Z et al. [47] developed a Non-
Deterministic Push Down Automata (NDPDA) to speak to program performed and assessed the proposed
structure for host-based IDS against imitation attacks. M.Venkata Raoet al. [48] structured and actualized a
worldly arrangement clustering based unauthorized access recognition which is a client profile subordinate [50].

3. PROPOSED METHOD

Database malicious detection system is a log based component for the identification of malicious exchanges in
the database. Malicious database exchanges are identified with security attacks completed either remotely or
inside the network[51] [52]. The review log files are utilized by malicious detection system to get the succession
of directions executed by every client, which is then contrasted and the profile of the approved exchanges to
distinguish potential information exchanges.

The current database security interruption locations strategies are frequently in view of inconsistency
recognition approach and oddity based techniques are generally inclined to creating a moderately huge humber
of fakes alert. Host based Outlier Detection(HODS) is a traditional method for detecting outliers in database, but
it failed to detect them automatically as it needs an administrator and false positive rate is also high. To reduce
false positive rate, Machine Learning based Unauthorized Access Detection System (ML-UADS) is proposed
with an intellectual access supervision for network database security. This method uses an identification strategy
for detecting outliers while exchanging of data inside database applications in the network.

Methods for Identification of Outlier Location

During detection process, location of outlier is needed. Commonly used outlier location identification methods
are Z-Score, DBSCAN and Isolated forests.

Z-Score Method

The z-score is a metric that demonstrates what number of standard deviations an information point is from the
example's mean, accepting a Gaussian appropriation. This makes z-score a parametric strategy. Frequently
information indicates are not portrayed by a Gaussian dispersion, this issue can be settled by applying changes
to information i.e scaling it.

Density based Spatial Clustering of Applications with Noise (DBSCAN)

DBSCAN is a density based grouping method, it is centered around discovering neighbors by density on a 'n-
dimensional circle' with range €. A group can be characterized as the maximal arrangement of 'density
associated focuses' in the component space.

Isolated Forests

Its fundamental rule is that anomalies are not many and a long way from the remainder of the perceptions. To
construct a tree, the calculation randomly picks an element from the component space and a split worth going
between the maximums and essentials. This is mentioned for all the objective facts in the preparation set. To
fabricate the forest a tree outfit is made averaging every one of the trees in the forest.

Kinds of Anomalies

There are three kinds of anomalies, such as node, linkage and sub graph exceptions.

Node exceptions are the vertices with unordinary attributes in a graph. Here, a graph is denoted as a network.
They could be defined in different ways: node exceptions might be fundamentally insignificant, by being
segregated from whatever is left of the vertices, or by being in the focal point of a star molded example.

Linkage anomalies are the edges with unexpected attributes in the graph. These are by and large characterized as
edges that interface two divergent, yet each thickly associated segments or communities of the system.

Sub graph anomalies are characterized as parts of the network, which shows unexpected attributes in subnet.
This proposed algorithm will effectively identifies the anomalies in the network database system and enhances
the security of the network database. In this, let “x” bethe initial record from dataset, “R” is the Record set, “K”
is the distance from one node in network to other node and “A” is the cluster set created from “K” with all
records. The proposed algorithm is used for identification is unauthorized users to provide security to the data.

Algorithm:ML-UADS

Step-1: Start with the full set of attributesand null selected feature set.

Step-2: Choose an attribute from the total set with the highest in-formation gain ratio.
Step-3: Split the dataset into sub datasets depending on the at-tribute values.

Step-4: Read input Matrix M

ForeachiinM

for each j in (M-1)
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Kij = [ Wj* Pij + ¢ + £err]

M[I,J]= Kij + Ri

end for

end for

Step-5:  Return M[1,J];

Step-6: Repeat step 2 to 5 for each of the sub-datasets with theset of attributes, if instance in a sub-dataset
belongs to morethan one class.

Step-7: for each test instance Ri in DS

yi=Yb* Xi

R(i)<yi * Kij

End for

Step-8: yi =argmaxy€e{cl,c2,....,cn } b={1,2,.n} Cb X W
Step-9: return (yi)

Step-10: Output the selected feature set

4. RESULTS

Proposed Machine Learning based Unauthorized Access Detection System (ML-UADS) method is implemented
in ANACONDA SPYDER and KDD CUP data set is considered for identification of outliers in the network
based on intellectual access supervision.

In the proposed ML-UADS method, the parameters considered are comparison of execution time, outlier
detection rate, data security level in outlier detection. Every parameter is clearly illustrated. The productivity of
the proposed ML-UADS calculation is likewise contrasted with Nested Looping calculation utilizing the
informational indexes. The new proposed calculations are nearly tried utilizing different informational
collections. The execution of the above said calculations are pictorially represented.

It likewise demonstrates the different execution time of the above said calculation against the quantity of
information focuses. The execution time is appeared in seconds. This diagram is drawn by taking the quantity of
network information focuses in X-pivot and the execution time in Y-pivot.
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Fig. 4: Comparison of Execution Time of ML-UADS over HIDS

The outlier detection rate analysis based on node longitude location value and the degree of the node is
illustrated in the below graph.
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Fig. 5:Outlier Detection Rate in ML-UADS over NIDS
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The Fig5 depicts the outlier detection rate of the ML-UADS method and the Host based unauthorized access
detection method based on number of nodes in network. The outlier detection time in the proposed method is
compared with the existing method and the results show that the proposed method is better in performance.
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Fig. 6: Detection Rate in ML-UADS over HIDS based on no.of Nodes

Table 1: Execution Tabulation in ML-UADS with Traditional Methods

FALSE POSITIVE
METHOD DETECTION RATE(DR) RATE (FPR)
Machine Learning based
Unauthorized  Access  Detection 95% 03
System
(ML-UADS)
Random Forest Based Detection 67% 1.1
Density Based Detection >70% 1.72
Weighted Distance Based Detection | 88% 2.31
Reference Based Detection 87% Not Predicted

The security for the data in the proposed ML-UADS method is better when compared to existing host based
IDS. The Figure 7 illustrates the security levels of the high dimensional data. This method considers the log files
as input and then calculates the distance of each node to the origin and then the unauthorized users are
identified. The nodes list is separately maintained and then the normal nodes are listed out.
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Fig. 7: Data Security Levels of ML-UADS over HIDS

In the ML-UADS method, when a dataset of network log files is given as input, the unauthorized user detection
rate is high in the ML-UADS method.
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5. CONCLUSION

The proposed ML-UADS method is designed speciallyto handle datasets having mixed attributes effectively and
easily. It is alsopresented in a generalized manner so that it can be employed for identifying unauthorized users
in any application domain. This method employs clustering in a newfashion by first grouping the data points
into clusters based on the values ofcategorical attributes and then fixing the boundaries of each cluster based
onthe values of numerical attributes.In this research work, asystem that comprises of Machine Learning
basedUnauthorized Access Detection subsystem for securing the data has been proposed and actualized.In this,
performance of ML-UADS is compared with HIDS in terms of execution time, detection rate and data security
level in network.In future, the process of improving the performance of the system can be simplified by
reducing the feature set considered by avoiding irrelevant features in the dataset.
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